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Chapter 1. Describe the IBM Cloud Object Storage System™

NTP functions

The Network Time Protocol (NTP) is a standard protocol for synchronizing clocks between interconnected
computer systems. It is used ubiquitously from notebooks to desktop computers to production servers.

NTP uses UDP port 123. The software and associated documentation are available at NTP: The Network
Time Protocol (http://www.ntp.org/).

In a system, it is assumed that all nodes contain synchronized clocks. The clocks are accurate to within 1
second across the various nodes; however, small clock variations do not pose any functional issues.
System clocks can be synchronized to an external time source. Clocks require access to the internet or to
an NTP server on the customer’s private network. When neither is available, the clocks can still be
synchronized to each other, but are inaccurate when compared to the real time.

The following terms are used:

synchronize
In the NTP model:
1. The NTP daemon is properly communicating with the remote clock.
2. The local clock characteristics are identified.

It does not necessarily mean that the times on the two clocks match. Two clocks that are
synchronized might still have a significant offset, but the system corrects itself over time. It does
not mean that the two clocks have the same exact time.

delay Measured round-trip time for network communication from the local NTP daemon to the remote
clock.

offset Calculated difference between the local clock and the remote clock is measured in units of time
(typically seconds).

jitter The apparent variation in the remote clock from the perspective of the local clock.

Note: For example, the local clock believes 60 seconds passed while the remote clock indicates 59
seconds passed, but then in a different 60-second period, the remote clock indicates that 61
seconds passed.

drifting
The slow, small adjustments (about one or 2 seconds per hour) that the NTP daemon makes to
the local clock to match the remote clock. The daemon adjusts the local clock over a long period
so no large gaps in the clock time are perceived by locally running system processes.
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Chapter 2. Configure clock synchronization

When the NTP daemon starts, it communicates periodically with the remote clock to keep itself
continuously synchronized. Without this periodic synchronization, inexpensive clocks that are often used
in commodity hardware can drift apart from each other over time.

Setting the synchronization method
Configure the NTP behavior for devices in the system.

About this task

Synchronize the Manager clock to an external NTP server and other system nodes with the Manager
clock.

Attention: The Manager-only option cannot be used with a manager that is deployed with Docker.

Note: If the system has Vault Protection enabled or contains protected vaults or protected mirrors, then
only accounts with the Super User role can configure NTP.

Procedure
1. Select System NTP Configuration from the Administration page in the Manager Web Interface.
2. Click Configure . The System NTP Configuration page opens.
3. Select the type of NTP behavior you want to configure.
v Manager NTP Only - all devices synchronize to the manager, and the manager synchronizes to

external NTP servers.
v Manager and External NTP - all devices synchronize to both the manager and external NTP servers.
v External NTP Only - all devices synchronize to external NTP servers. For external servers, enter

host names or IP addresses. Multiple NTP servers can be entered, separated by commas or spaces.
4. Type the list of NTP Servers in the External NTP Servers field (separate each by commas) if Manager

And External NTP or External NTP Only were selected.
5. Click Update to save the NTP settings and return to the Administration page.
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Chapter 3. Synchronize the system clocks by using NTP

The cron command checks the NTP status every minute:
v If the Manager clock cannot synchronize to an external clock, it generates an error in the Event

Console .
v If the non-Manager clock is not synchronizing to the Manager clock, it generates an error.
v The Manager Allowed Clock Difference Policy is 11 seconds. The table describes messages that are

based on these values.

Table 1. Message and location

Message Appears

System time is not synchronized (difference: xxx). On the Monitor Device page.

Device clock is not synchronized. On the Event Console every minute when the clock is
unsynchronized.

Note: If the device clocks are synchronizing, but are off by less than 10 seconds, the clocks drift by
using existing NTP logic and no error messages are generated.
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Chapter 4. Recognize unusual time synchronization behaviors

The details of the NTP algorithm result in some non-obvious behavior.
v If the remote clock cannot be reached when the NTP daemon first starts, the daemon continues to run

and periodically checks the remote clock until it becomes available. When the remote clock becomes
available, the daemon begins synchronizing to determine the local clock accuracy.

v When synchronization completes (might take 10 minutes).
– If the local clock is off by more than 1,000 seconds (~17 minutes), then the local clock immediately

adjusts to match the remote clock.
– If the local clock is determined to be off by less than 1,000 seconds, then the NTP daemon begins

adjusting the local clock towards the remote clock by using a drifting model.
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Chapter 5. Review the NTP limitations

Ordinarily, the remote clock is external to the system, similar to the root DNS servers. In ClevOS, the
remote clock for the system non-manager nodes is the Manager, which is more likely to be powered
down, disconnected or unreachable during system setup.

NTP drifting can take a long time to complete. To adjust a clock by 5 minutes by using drifting, it takes
about one week. To dramatically reduce the duration to synchronize the clocks, ClevOS introduces a
mechanism to expedite the clock adjustment.

CAUTION: Any software that uses time stamps in file names might encounter issues if the clock
suddenly changes backwards in time.

The greater the adjustment, the more risk there are in errors. Backwards-in-time adjustments are
especially risky.

CAUTION: NTP is very much “devil is in the details”. The algorithms are complex and meant to handle
a wide variety of network conditions and clock types. Do not tweak the behavior of these algorithms.
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Notices

This information was developed for products and services offered in the US. This material might be
available from IBM® in other languages. However, you may be required to own a copy of the product or
product version in that language in order to access it.

IBM may not offer the products, services, or features discussed in this document in other countries.
Consult your local IBM representative for information on the products and services currently available in
your area. Any reference to an IBM product, program, or service is not intended to state or imply that
only that IBM product, program, or service may be used. Any functionally equivalent product, program,
or service that does not infringe any IBM intellectual property right may be used instead. However, it is
the user's responsibility to evaluate and verify the operation of any non-IBM product, program, or
service.

IBM may have patents or pending patent applications covering subject matter described in this
document. The furnishing of this document does not grant you any license to these patents. You can send
license inquiries, in writing, to:

IBM Director of Licensing
IBM Corporation
North Castle Drive
Armonk, NY 10504-1785
U.S.A.

For license inquiries regarding double-byte character set (DBCS) information, contact the IBM Intellectual
Property Department in your country or send inquiries, in writing, to:

Intellectual Property Licensing
Legal and Intellectual Property Law
IBM Japan, Ltd.
19-21, Nihonbashi-Hakozakicho, Chuo-ku
Tokyo 103-8510, Japan

INTERNATIONAL BUSINESS MACHINES CORPORATION PROVIDES THIS PUBLICATION "AS IS"
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT, MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE. Some jurisdictions do not allow disclaimer of express or
implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically
made to the information herein; these changes will be incorporated in new editions of the publication.
IBM may make improvements and/or changes in the product(s) and/or the program(s) described in this
publication at any time without notice.

Any references in this information to non-IBM websites are provided for convenience only and do not in
any manner serve as an endorsement of those websites. The materials at those websites are not part of
the materials for this IBM product and use of those websites is at your own risk.

IBM may use or distribute any of the information you provide in any way it believes appropriate without
incurring any obligation to you.
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Licensees of this program who wish to have information about it for the purpose of enabling: (i) the
exchange of information between independently created programs and other programs (including this
one) and (ii) the mutual use of the information which has been exchanged, should contact:

IBM Director of Licensing
IBM Corporation
North Castle Drive, MD-NC119
Armonk, NY 10504-1785
US

Such information may be available, subject to appropriate terms and conditions, including in some cases,
payment of a fee.

The licensed program described in this document and all licensed material available for it are provided
by IBM under terms of the IBM Customer Agreement, IBM International Program License Agreement or
any equivalent agreement between us.

The performance data discussed herein is presented as derived under specific operating conditions.
Actual results may vary.

Information concerning non-IBM products was obtained from the suppliers of those products, their
published announcements or other publicly available sources. IBM has not tested those products and
cannot confirm the accuracy of performance, compatibility or any other claims related to non-IBM
products. Questions on the capabilities of non-IBM products should be addressed to the suppliers of
those products.

Statements regarding IBM's future direction or intent are subject to change or withdrawal without notice,
and represent goals and objectives only.

All IBM prices shown are IBM's suggested retail prices, are current and are subject to change without
notice. Dealer prices may vary.

This information is for planning purposes only. The information herein is subject to change before the
products described become available.

This information contains examples of data and reports used in daily business operations. To illustrate
them as completely as possible, the examples include the names of individuals, companies, brands, and
products. All of these names are fictitious and any similarity to the names and addresses used by an
actual business enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
techniques on various operating platforms. You may copy, modify, and distribute these sample programs
in any form without payment to IBM, for the purposes of developing, using, marketing or distributing
application programs conforming to the application programming interface for the operating platform for
which the sample programs are written. These examples have not been thoroughly tested under all
conditions. IBM, therefore, cannot guarantee or imply reliability, serviceability, or function of these
programs. The sample programs are provided "AS IS", without warranty of any kind. IBM shall not be
liable for any damages arising out of your use of the sample programs.

If you are viewing this information softcopy, the photographs and color illustrations may not appear.
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Trademarks

IBM, the IBM logo, and ibm.com® are trademarks or registered trademarks of International Business
Machines Corp., registered in many jurisdictions worldwide. Other product and service names might be
trademarks of IBM or other companies. A current list of IBM trademarks is available on the web at
Copyright and trademark information at www.ibm.com/legal/copytrade.shtml.

Accesser®, Cleversafe®, ClevOS™, Dispersed Storage®, dsNet®, IBM Cloud Object Storage Accesser®, IBM
Cloud Object Storage Dedicated™, IBM Cloud Object Storage Insight™, IBM Cloud Object Storage
Manager™, IBM Cloud Object Storage Slicestor®, IBM Cloud Object Storage Standard™, IBM Cloud Object
Storage System™, IBM Cloud Object Storage Vault™, SecureSlice™, and Slicestor® are trademarks or
registered trademarks of Cleversafe, an IBM Company and/or International Business Machines Corp.

Other product and service names might be trademarks of IBM or other companies.
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